Learn the basics needed to setup and
manage a Ghost system landscape.
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1. Pre-Requisites
The be able to install Ghost Gateway & Ghost Agent, you need:

e Windows, Linux or macOS
e Net Core 3.1 SDK

To be able to install Ghost Nodes Studio you will need:
e Net Framework 4.8

For more details see: https://dotnet.microsoft.com/download

2. Download the installer

To get started, download the Ghost installer from https://ghostnodes.com/download or
https://azuremarketplace.microsoft.com

3. Run the installer

Start the installer, and select an authentication provider. Provide your email address and password,
and create an account. The account name could be any name. The account you create is of type Basic
and is free of charge. This can be changed later on by the account administrator, the person who
created the account.

@‘: Create Account

Basic account information

Basic Account Information

Account Name

Admin Email

v |Yes, I have read and agreed to the Subscription Agreement

Cancel

Please read the subscription agreement, and check the box to continue.


https://ghostnodes.com/download
https://azuremarketplace.microsoft.com/

Once the installer starts, you should see the following screen:

{0} Ghost Setup v3.1.10.0 - [Development] - O

Select application to manage. Install, Update or Uninstall

9.0 Prerequisites Ghost Gateways, Agents and Offine-Setup requires .NET Core Runtime (Hosting Bundlg)
or .NET Core SDK and Ghost Studio depends on .Net Framework.

]
@ Gateway Please make sure that latest version is instaled.
@Age“t Microsoft .NET Framework 4.7.2 or later
(Installed: 4.8.0.0)
l@ Studio .NET Core 3.1.0 Runtime & Hosting Bundle or later
(Installed: 3.1.0)
13 | Optional
%) Changelog

=. Open .Net-Core & .Net-Framework download page...

Current Account: GhostLabs Test

Environment: Development @
logedOnAs: hetadnin@ghetibes
Latest Release: 3.1.45 Exit

Once your target system meets the requirements, you are ready to start installing
components.



4. Ghost Gateway

To install a Gateway, click the Gateway tab and then the Install... button.

& Ghost Setup v3.1.10.0 - [Development] — O

Select application to manage. Install, Update or Uninstall

. Prerequisites Ghost Gateway is a Windows Service application which communicates with Central
Gateway and local Agents.

el
@ Gateway

@ e Available Version: Install...
3.1.45
E Studio
= 3 Instaled Version: Uninstall
% | Optional .
: 3.1.45-preview3
i%-) Changelog
Current Account: GhostLabs Test
Environment: Development @
Loged On As: ghostadmin@ghastiabs.se
Latest Release: 3.1.45 Exic

If you would like to uninstall a previously installed Gateway you can do so by pushing the
Uninstall button.



&} Install Service — O x

Service Options

G I
snera Ghost Account: GhostLabs Test
Log On Parent Gateway: Ghost Common Gateway -| B
Automatic Updates | 44300
Probing Paths [] Use Https
Certificate Path
Proxy

Certificate Password

Startup Type: Automatic -

+' | Start Service On Completion

Cancel Install

In the General tab you can change the default properties, like the Parent Gateway you want
to connect to, and the Port used. You can also define if you want your connection to be
covered by LTS by clicking the Use HTTPS checkbox, and assigning a Certificate Path and a
Certificate Password.

The Startup Type determines how you want the gateway to start, it defaults to Automatic,
meaning the service will auto-start whenever the computer is rebooted.

If you check Start Service On Completion, the Gateway you are installing will start up when
the installation has finished.



&} Install Service — O x

Service Options

General Log on as:

Local System Account
Log On © &

(O This Account
Automatic Updates

FPassword

Probing Paths

Proxy

Cancel Install

In the Log On tab, you have the option to change the user account that will be used to run

the service, it defaults to Local System. If you change this, make sure the account you are using
have sufficient rights to run the Gateway service.



&} Install Service — O x

Service Options

General | Allow automatic updates
Log On Allowwed Days:
W ¥ ;
Automatic Updates Monday Friday
v'| Tuesday + Saturday
Probing Paths
’ ¥ | Wednesday | Sunday
Proxy ¥ | Thursday
Start Time:
® | Any Time
At: | 00:00
Cancel Install

The Ghost Gateway will automatically check for updates if the Allow automatic updates
checkbox is checked.

In the Automatic Updates tab, you can define your preferred service window, it defaults to
Any Time, which means that the service window will be set to a random day & time.

If you uncheck Allow automatic updates, no updates will be installed.



&} Install Service — O x

Service Options

s Built-in Probing Paths:
Log On C:'\ProgramData\Ghostlabs\Ghostiodes \Packages
C:\Program Files\dotmet\sdk\MuGetFallbadFolder
Automatic Updates C:WINDOWS\systemn32\config\systemprofilel. nuget\Padkages
Probing Faths Additional Probing Path:
Proxy

Cancel Install

Probing Paths tab will display the local NuGet repositories that will be searched for packages
at runtime. One Additional Probing Path can be added if your organization have any special
location for stored NuGet packages.



&} Install Service — O x

Service Options

General

® No Proxy
Log On (O Default System Proxy

O custom Proxy
Automatic Updates Address Port

goso -

Probing Paths

+'| Bypass local
Proxy

(® Use default credentials

(O custom credentials User

Password
Cancel Install

If you are running behind a proxy, you need to check to use either Default System Proxy or
Custom Proxy and add the proxy Address and proper Port.

If you have a designated proxy user, check Custom Credentials and enter the proxy User and
Password.



5. Ghost Agent
To install an Agent, click the Agent tab and then the Install... button.

&} Ghost Setup v3.1.10.0 - [Development] — O

Select application to manage. Install, Update or Uninstall

. Prerequisites Ghost Agent is a Windows Service application that keeps track of everything that should

be run locally.
i
@ Gateway
Available Version: Instal...
3.1.45
Instaled Version: Uninstall

3.1.45-preview3

-] Changelog

Current Account: Ghostlabs Test

Environment: Development @

Loged On As: ghostatnein@ghastiabs.se _
Latest Release: 3.1.45 Exit

If you would like to uninstall a previously installed Agent you can do so by pushing the
Uninstall button.



&} Install Service — O x

Service Options

G [
sners Ghost Account: GhostLabs Test
Log On Parent Gateway: SEPC1166 - @
Automatic Updates | 44400
Probing Paths [] Use Https
Certificate Path
Proxy

Certificate Password

Startup Type: Automatic -

+' | Start Service On Completion

Cancel Install

In the General tab you can change the default properties, like the Parent Gateway you want
to connect to, and the Port used. You can also define if you want your connection to be
covered by LTS by clicking the Use HTTPS checkbox, and assigning a Certificate Path and a
Certificate Password.

The Startup Type determines how you want the agent to start, it defaults to Automatic,
meaning the service will auto-start whenever the computer is rebooted.

If you check Start Service On Completion, the Agent you are installing will start up when the
installation has finished.



&} Install Service — O x

Service Options

General Log on as:

Local System Account
Log On © &

(O This Account
Automatic Updates

FPassword

Probing Paths

Proxy

Cancel Install

In the Log On tab, you have the option to change the user account that will be used to run

the service, it defaults to Local System. If you change this, make sure the account you are using
have sufficient rights to run the Agent service.



&} Install Service — O x

Service Options

General | Allow automatic updates
Log On Allowwed Days:
W ¥ ;
Automatic Updates Monday Friday
v'| Tuesday + Saturday
Probing Paths
’ ¥ | Wednesday | Sunday
Proxy ¥ | Thursday
Start Time:
® | Any Time
At: | 00:00
Cancel Install

The Ghost Agent will automatically check for updates if the Allow automatic updates
checkbox is checked.

In the Automatic Updates tab, you can define your preferred service window, it defaults to
Any Time, which means that the service window will be set to a random day & time.

If you uncheck Allow automatic updates, no updates will be installed.



&} Install Service — O x

Service Options

s Built-in Probing Paths:
Log On C:'\ProgramData\Ghostlabs\Ghostiodes \Packages
C:\Program Files\dotmet\sdk\MuGetFallbadFolder
Automatic Updates C:WINDOWS\systemn32\config\systemprofilel. nuget\Padkages
Probing Faths Additional Probing Path:
Proxy

Cancel Install

Probing Paths tab will display the local NuGet repositories that will be searched for packages
at runtime. One Additional Probing Path can be added if your organization have any special
location for stored NuGet packages.



&} Install Service — O x

Service Options

General

® No Proxy
Log On (O Default System Proxy

O custom Proxy
Automatic Updates Address Port

goso -

Probing Paths

+'| Bypass local
Proxy

(® Use default credentials

(O custom credentials User

Password
Cancel Install

If you are running behind a proxy, you need to check to use either Default System Proxy or
Custom Proxy and add the proxy Address and proper Port.

If you have a designated proxy user, check Custom Credentials and enter the proxy User and
Password.



6. Ghost Studio
To install the Ghost Studio, click the Studio tab and then the Install... button.

) Ghost Setup v3.1.10.0 - [Development] — O

Select application to manage. Install, Update or Uninstall

*__ Prerequisites  Ghost Studio is a Windows application where you manage your integrations and
environments.

S

7’&!) Gateway

\1. .’f Agent Avaiable Version: Install...
3.1.23.0
Instaled Version: Uninstall
3.0.0.0

Current Account: Ghostlabs Test

Environment: Development @

loged On s hsiadnin@ghesisbsse

Latest Release: 3.1.45

If you would like to uninstall a previously installed Agent you can do so by pushing the
Uninstall button.



7. Optional applications
On the Optional tab, you will find additional software that will be useful in various scenarios.

) Ghost Setup v3.1.10.0 - [Development] — O x

Select application to manage. Install, Update or Uninstall

Optional Support Applications.

Ghost System Monitor is an application that lets you debug and
manage Ghost specific processes on local machine.

‘_ Prerequisites

@ System Monitor

@1 Debug Viewer

Available Version: Install...
@ Agent
2.1.8.0
"' Core Setup Direct Download...
E Studio
[ ‘ Optional Installed Version: Uninstall
- 2.1.8.0

@ Changelog

Current Account: Ghostlabs Test
Environment: Development @
Loged On As: * _
Latest Release: 3.1.45 Ext

On the System Monitor tab, you can Install... or Uninstall the System Monitor or Direct Download...
an installer containing the System Monitor.



& Ghost Setup v3.1.10.0 - [Development] — O 4

Select application to manage. Install, Update or Uninstall

Optional Support Applications.

Ghost Debug Viewer is an application that lets you view debug
output (Win32 OutputDebugString) generated on your local

L 4 isi
| Prerequisites

@ System Monitor

B
@ Gateway

2*) Debug Viewer
@A ¢ Q 4 Available Version: Install...

gen
3.0.16.0

*%.) Core Setup Direct Download...

@ Studio

Installed Version:

N/A

1% | Optional

@ Changelog

Current Account: Ghostlabs Test
Environment: Development @
Loged On As: * .
Latest Release: 3.1.45 B

On the Debug Viewer tab, you can Install... or Uninstall the Debug Viewer.
The application is a one file executable so a Direct Download is available.

The Debug Viewer application lets you view Trace output from any process (much like Sysinternals
DbgView). Output is divided in tabs, one tab for each process to make the trace logs easier to read.
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& Ghost Setup v3.1.10.0 - [Development] — O 4

Select application to manage. Install, Update or Uninstall

Optional Support Applications.

@ Svstem Moni Ghost Core Setup is a .Net Core 3.1 ConsoleApp that installs

ki ystem Monitor GhostGateway and GhostAgent.

@ Gateway Usage on machines that have no internet access is to copy a
@ Debaa Vi bundle package to the local machine and select that bundle

L la Uy when instaling.

 Prerequisites

- Available Version: 3.1.45
#%{ Core Setup

@ Studio Download Core Setup Application...
[ % ! Optional
= Download "Ghost Gateway" Bundle Package...
@ Changelog Download "Ghost Agent” Bundle Package...
Current Account: Ghostlabs Test
Environment: Development @
lged On i ghesadi@gheibes
Latest Release: 3.1.45 Bt

On the Core Setup tab, you can download:

e Core Setup application
e Ghost Gateway and Ghost Agent bundle packages.

The “Core Setup” application is a console installer with which you can install both Gateways and
Agents. It can be run with or without internet connection. If running with an internet connection the
latest core version will be downloaded and installed. If running without internet connection a bundle
package must be specified. This bundle package contains all needed packages to be able to install.
Please note that there are different packages for Gateways and Agents. Also note that the packages
contain a specific Ghost core version, so make sure you always use that latest bundle when installing.



& Ghost Setup v3.1.10.0 - [Development] — O

Select application to manage. Install, Update or Uninstall

A 4 isi
| Prerequisites

@ Ghost-Setup Changelog

e
@ Gateway

All notable changes to this application will be documented in this file.

3.1.10 - 2020-10-15

¥ Gateways and Agents will be auto approved when installed.

3.1.9 - 2020-09-09

%) Changelog
¥ Added validation callback for untrusted ssl server certificates which would
fail when called from behind a http proxy.
Current Account: Ghostlabs Test
Environment: Development @
Loged On As: * .
Latest Release: 3.1.45 B

On the Changelog tab, you can view the historical changes connected to the various releases of the
Ghost-Setup application.



8. Designing a Ghost System Landscape — best practice
When you set up a Ghost landscape there are a few things to keep in mind:

1. Always aim at having as few ghost gateways as possible in direct contact with the cloud
gateway (https://qwp.ghostnodes.com). A good practice is to have one gateway per physical
site with direct connection to the cloud gateway. Below this gateway you can install as many
gateways that you require, typically at least one gateway per subdomain, dmz, etc.

This will reduce the traffic going in and out of your local network, and make the integrations
run faster.

Best practise Not recomended

On-premise



https://gwp.ghostnodes.com/

This will allow for connectivity between all agents without leaving your local network. If the 3
gateways on the same horizontal level represents 3 different subnets, an integration
between agents would get the following effect:

Best practise Not recomended

Actual routing path

On-premise On-premise

Integration

Integration

Always aim at having direct connection between any agents used in an integration. If you are
setting up integrations between agents located on different subnets or behind firewalls, try
to make sure that they have line of sight (i.e. they can ping each other), by opening ports in
the firewall. This will allow the integrations to execute more efficiently with direct
connection.

If you choose to uncheck automatic updates on agents and gateways, please make sure to
have routines in place to update agents and gateways, or they will stand the risk of stop
working at some point in time.
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